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The rising number of DNS-over-HTTPS capable resolvers and ap-
plications results in the higher use of third-party DNS resolvers by
clients. Because of that, the currently most deployed method of the
NAT64 prefix detection, the RFC7050[1], fails to detect the NAT64
prefix. As a result, clients using either NAT64/DNS64 or 464XLAT
transition mechanisms fail to detect the NAT64 prefix properly,
making the IPv4-only resources inaccessible. The aim of this thesis
is to develop a new DNS-based detection method that would work
with foreign DNS and utilize added security by the DNS security
extension, the DNSSEC. The thesis describes current methods of
the NAT64 prefix detection, their underlying protocols, and their
limitations in their coexistence with other network protocols. The
developed method uses the SRV record type to transmit the NAT64
prefix in the global DNS tree. Because the proposed method uses
already existing protocols and record types, the method is easily
deployable without any modification of the server or the transport
infrastructure. Due to the global DNS tree usage, the developed
method can utilize the security provided by the DNSSEC and there-
fore shows better security characteristics than previous methods.
This thesis forms the basis for standardization effort in the IETF.

Keywords: IPv6, IPv4aaS, NAT64/DNS64, 464XLAT, DNSSEC,
DoH



Zvysujici se podil resolveru a aplikaci pouzivajici DNS-over-HTTPS
vede k vysimu podilu klientu pouzivajicich DNS resolvery tfetich
stran. Kvili tomu ovsem selhdva nejpouzivanéjsi NAT64 detekéni
metoda RFC7050([1], coz vede u klientu pouzivajicich prechodové
mechanismy NAT64/DNS64 nebo 464XLAT vede chybné detekci,
a tim k nedostupnosti obsahu dostupného pouze po IPv4. Cilem
této prace je navrhnout novou detekéni metodu postavenou na DNS,
ktera bude pracovat i s resolvery tretich stran, a bude schopna vyuzit
zabezpeceni DNS dat pomoci technologie DNSSEC. Prace popisuje
aktualné standardizované metody, protokoly na kterych zavisi, jejich
omezeni a interakce s ostatnimi metodami. Navrhovand metoda
pouziva SRV zaznamy k pfenosu informace o pouzitém NAT64
prefixu v globdalnim DNS stromu. Protoze navrzena metoda pouziva
jiz standardizované protokoly a typy zdznamu, je snadno nasaditelnd
bez nutnosti modifikovat jak DNS server, tak sifovou infrastrukturu.
Protoze metoda pouziva k distribuci informace o pouzitém prefixu
globalni DNS strom, umoznuje to metodé pouzit k zabezpeceni tech-
nologii DNSSEC. To této metodé dava lepsi bezpecnostni vlastnosti
nez jaké vykazuji predchozi metody. Tato prace soucasné vytvari
zaklad pro standardizaci této metody v ramci IETF.

Klicova slova: IPv6, IPvd4aaS, NAT64/DNS64, 464XLAT,
DNSSEC, DoH
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One of the first things network administrators would hear, as a network operator
trying to deploy IPv6 translation mechanisms, would probably be to never mix it
with Domain Name System Security (DNSSEC) validating resolver. This was also
my case when I attended an IPv6 course of RIPE NCC in 2017. Back then, I was
also considering deployment of NAT64/DNS64 translation mechanism in the network
of one Internet Service Provider I am volunteering for, so I started working on the
deployment scenario and was investigating related issues.

I eventually discovered a solution by the RFC7050[1], so the issue seemed to be
solved for the time being. Even though this RFC7050[1] does not solve all the issues
related to discovering a NAT64 prefix, it worked in most common cases and without
the need for modifying underlying protocols or significant administrative effort. The
only major issue left on a device capable of using Domain Name System (DNS) was
an issue of foreign DNS, but back then, it was only caused by user settings, so it was
only self-inflicted. A share of users with such custom settings was supposed to be
marginal, and the issue caused by this could be solved by the helpdesk of ISP by the
simple statement “Use DNS provided by us.”

However, in 2017, the standardization of RFC8484[2] (a DNS-over-HTTPS)
has begun, and in 2018 it was declared a Proposed Standard. As this method of
transporting DNS queries does not have a working detection mechanism, it introduces
foreign DNS to every user of such program which uses this transport method. This
makes an RFC7050[1] unusable and sends us back to round one of NAT64/DNS64
detection.

In this thesis, I will try to explain the need for a reliable way to securely detect
the NAT64/DNS64 translation mechanism as well as a proposed solution for this
detection.

Table 1.1: Terminology used in this thesis
Word Meaning

Client A network device or network capable software consuming network
service.

Node A network device or network capable software.

Operator A physical or legal entity providing Internet access to nodes and users.

Server A network device or network capable software providing network ser-
vice.

User A physical or legal entity other than operator



2 Theoretical Background

This chapter is a shortened version of the Theoretical Background chapter of the
dissertation. It includes only a brief description of relevant technologies and problems.
For a full explanation, please see the full text and its sources.

2.1 IPv6 to IPv4 NAT

Even that Network Address Translation 6-to-4 (NAT64) uses the same principle as
other types of Network Address Translation (NAT), but its purpose is different. Its
purpose is not to conserve resources or to translate one address pool into another. It
is transition mechanism between protocols. It allows communication between two
hosts where both are using a different version of Internet Protocol (IP) protocol.

IPv6 Internet IPv4 Internet

ISP network - IPv6 only

Figure 2.1: NAT64/DNS64 network with IPv6 only customers



The typical network topology for Internet Service Provider (ISP) is shown in
figure 2.1. At the top of this figure, there is the Internet in both versions. Below it,
there are two ISP’s routers which may or may not be a single device. However, two
routers represent two router daemon instances which are usually needed. Then on
the Internet Protocol version 4 (IPv4) part, two services are needed for translation -
the NAT64 and the Domain Name System 6-to-4 (DNS64). The DNS64 service works
as a pointer that the requested name is reachable through the NAT64 translation. It
is described in detail in section 2.3, and without it, a node would not even try to
use the NAT64 service. After the NAT64 box, the whole infrastructure is Internet
Protocol version 6 (IPv6)-only, so a customer at the bottom of the picture does not
have native [Pv4 connectivity.

As long as a customer is using domain names only, instead of hard-coded 1Pv4
addresses, and using a recursive DNS server provided by ISP, a customer would not
notice that IPv4 is not provided natively but only in the mode of so-called Internet
Protocol version 4 as a Service (IPv4aaS). However, if any of the prerequisites are not
fulfilled, the customer may notice some services not responding as they should. An
extension has been developed for these instances that add tunneled IPv4 connections
through an IPv6-only network called 464 XLAT.

2.2 464XLAT

IPv4 socket Virtual IPv4 interface

I CLAT

——
C—

Physical interface

IPv6 socket IPv6 interface

Figure 2.2: Client portion of 464XLAT (CLAT)

In the case of J6/XLAT provider end is the same as in the case of NAT64. The
only difference is that there is a different name for the NAT64 box, which is called
Provider-side Translator in 464XLAT (PLAT). What 464XLAT adds is a service
called Customer-side Translator in 464XLAT (CLAT). It can be located inside the
Customer Premises Equipment (CPE) router or even inside the end-host (for example,
an Android phone). The later location is depicted in figure 2.2. However, CLAT



in router would look similar only with physical interfaces on both ends instead of
application and IP packets instead of sockets.

CLAT adds stateless “1:1” translation in the reverse direction to PLAT. This
way, it is capable of creating [Pv4 connections over the [PvG-only network. Because
an [Pv4 source address of the client can be incorporated inside IPv6 address, it is
translated into it. The translation could be entirely stateless on the CLAT side.
This makes CLAT part transparent for the client/application and the PLAT part
behaving in a similar matter as Network Address Translation 4-to-4 (NAT44) from
an application perspective. 46/XLAT then resembles the behavior of an [Pv4 tunnel
inside IPv6 packets from an application point of view. However, it is actually a
double translation mechanism rather than an encapsulation one.

With 464XLAT, applications do have what appears to be a dual-stack internet
connection with [Pv4 address from the IPv4-to-IPv6 address space. 464 XLAT has
got a positive effect on broken applications that require an IPv4 connection to work
correctly. This is why an Android supports the CLAT part of the 464 XLAT since
the version of 4.3 [3].

The DNS64 is one of two parts constructing the NAT64/DNS64 transition mechanism.
Its job is to perform the record synthesis to provide AAAA records for services with
only the A records. These synthesized AAAA records point to the NAT64 prefix,
effectively routing traffic through the NAT64 box. This way, the node with IPv6-only
connectivity would be able to access service with [Pv4-only connectivity.

— - —

AAAA for ipv4.doesnotwork.eu.> AAAA for ipv4.doesnotwork.eu.

NODATA
<

A for ipv4.doesnotwork.eu.

2001:db8:64:ff9b::55ef.e3b3 | 85.239.227.179

Figure 2.3: DNS64 principle of operation
Figure 2.3 shows steps that DNS64 capable resolver takes in order to perform this

service. In the first step, the node asks for an AAAA for a domain name that only
runs on [Pv4. In this example, the requested domain name is ipv4.doesnotwork. eu.
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which is part of IPv6 testing web[4] that runs only over the legacy protocol. Node
does not know that the requested domain name is [Pv4-only.

The DNS64 capable resolver starts its process by trying to resolve the AAAA
record first. The DNS64 resolver could be a simple forwarding resolver — then it
would just forward the query to its upstream resolver, or it could be a recursive
resolver that will try to resolve a node’s query by itself. Regardless of the resolution
process taken, the DNS64 capable resolver receives a NODATA reply. By this reply,
the resolver knows that the given domain name exists, but it does not have an AAAA
record associated with it. Up until this point, the resolver is doing the same things
that it would do without the DNS64 function.

When a node asks for an AAAA record, and there is some record associated
with the requested name, there is a reasonable assumption that it would be an
A record. So the DNS64 service generates a subsequent query for the A record.
The resolver then receives a reply (in this example, 85.239.227.179). This reply
is then embedded into the NAT64 prefix configured at resolver. In this exam-
ple, the NATG64 prefix is 2001:db8:64:ff9b::/96, so the resulting address would be
2001:db8:64:ff9b::85.239.227.179, equal to 2001:db8:64:ff9b::55¢ef:e3b3. This synthe-
sized record is then transmitted to the node as a reply to its query. Then the node
can connect to the server through the translator.

Suppose a node would not be provided with the DNS64 service, either on a
different device or locally, it would not be able to use NAT64 service, so it would
not be able to access [Pv4-only services. Then the DNS64 had to be considered an
integral part of the NAT64/DNS64 transition mechanism whenever domain names
are used.

Defined by RFC8484[2], the DNS over HTTPS (DoH) tries to solve the different
issues of the DNS than the DNSSEC. The DNSSEC provides the authenticity of
the received data, while the DoH (and DNS over TLS (DoT)) tries to provide a
secure channel between a client and server. While plain-text DNS protocol uses
unencrypted and unauthenticated channel through port 53, both DoT and DoH use
an encrypted channel with server-side authentication. Both encrypted means of DNS
transport uses different encapsulation; the DoT uses a simple TLS/DTLS layer on
port 853 while the DoH uses encapsulation in HT'TPS protocol. Apart from the
difference in the outer protocol, the DoH also requires changes to DNS discovery
processes, and the whole concept of using URI instead of [P address also brings new
challenges.

At the time of writing this thesis, there was no autoconfiguration method for
distributing DoH URI. Distributing just an [P address might not be enough because
the path in URI where the DoH API is located is not standardized either. In the
RFC8484[2], there is a listed path of /dns-query, but the DoH operator may use a
different path. The DoH client can try to use this path with available DNS servers’
[P addresses. However, this may fail just because of different locations.
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The lack of a DoH detection method could even be intentional. As one of
RFC8484[2] the authors declared to work for Mozilla, and Mozilla as one of the
first implementing the DoH in their browser, it is safe to say that implementation
in Firefox could be viewed as a reference how this standard was meant to work.
However, implementation in Firefox is one of the most controversial.

DoH provider

APP

Figure 2.4: Comparison of conventional DNS and DoH query paths

Figure 2.4 shows the usual path for conventional DNS (solid line) and the DoH
path implemented in Firefox (dashed line). In the conventional case, the application
asks the operating system stub resolver for name resolution. If the stub resolver
does not have the record in its cache, it asks forwarding resolver (usually CPE). It
can ask recursive resolver provided by [SP that makes the recursive resolution for a
client application.

In the case of DoH, at least in Firefox, the application asks directly some DoH
resolver it knows. The application is completely ignoring stub resolver in the operating
system and its settings and cache. It also does not use cache in forwarding resolver
and recursive resolver. The DoH resolver then sends the query to its recursive resolver
to provide a client application with an answer.

By using a third-party resolver, the application bypasses the recursive DNS server
providing the DNS64 service. This renders the NAT64 service unusable for such
application because it has no way to detect the NAT64 prefix used for the translation
process.
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The RFC7050[1] is the current standard for getting the Network Specific Prefix (NSP)
or the Well-known Prefix (WKP) and also the presence of NAT64/DNS64. For some
time, this was sufficient, as a foreign DNS was rare, so it does not have to be solved.
In this section, this method would be explained as well as its design features, which
lead to current problems with a foreign DNS.

3.1.1 Message Flow

This section shows the message flow as described by the RFC7050[1]. In the first
figure 3.1, there is a detection phase of this standard in its most usual deployment
scenario. It starts with a query for Well-Known IPv4-only Name (WKN), this is
then processed by DNS64 capable server, which would then issue a subsequent query
to arpa. root server. It would be either AAAA query first then followed by A query.
Alternatively, if it is aware of this name’s special meaning, it would directly ask for
an A record.

When a server receives a response with the Well-Known [Pv4 Address (WKA), it
will perform address synthesis according to local settings (prefix, prefix length, and
encoding scheme) and sends a synthesized reply to a client.

Node DNS64

= —

AAAA for ipv4only.arpa. -
~| Afor ipvdonly.arpa.
>~
el
192.0.0.170
<Pref64>::192.0.0.170 - _192.0.0.171
2001:db8:64:ff9b::c000:aa ~
T~

Figure 3.1: Detection of NAT64 prefix according to RFC 7050[1]

With up mentioned steps, the detection phase ends. Non-validating node is
allowed to end the detection process here. It will start using those prefixes either for
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its own address synthesis or by using a DNS64 server for it. Validating node must
continue via process shown in the figure 3.2. There is just one exception when WKP
is detected, as it is not possible to validate this prefix. A node should then continue
without validation as well.

Node DNS64

3 =

PTR for <Pref64>::192.0.0.170 >
nat64-pool.example.com
<
AAAA for nat64-pool.example.com >
<Pref64>::192.0.0.170
<

Figure 3.2: Validation of NAT64 prefix according to RFC 7050[1]

The validation phase starts with a client querying for a PTR record for an address
that it receives in the detection phase. As a NSP should fall into a zone under control
for either network operator or its contractual party, it should be able to provide
reverse record back to its forward zone. So a DNS server provides a client with a
response of hostname under the provider domain.

When a client receives a reply, it must compare the domain name in the reply
with the list of the trusted domains. If this domain is not found in the list, a node
must not use such a detected prefix. If it is found, then it would continue with the
validation process.

The next step would be asking for an AAAA record of the domain name received
in the previous step. Server wound reply with associated prefixes. A client will then
check if prefixes received in this step are the same as ones from the detection phase.
If an additional record is found, it would be silently discarded.

In the final validation phase, replies received on an AAAA query are validated
by the DNSSEC. If all checks out, a prefix then turns into use.

3.1.2 Security Implications

Starting with the implication stated directly in the RFC7050[1], authors realize that
it allows the same sort of attacks, as if the DNS64 server was under the control of an
attacker. The document further states that replies generated by the DNS64 server
could not be validated by the DNSSEC, as it is valid for step one of prefix discovery
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proposed by this standard; it is not generally true. Standard is mentioning the same
types of attacks as the RFC6147[5]. These include Denial of Service (DoS), Man
in the Middle (MitM) and flooding attack, where an attacker is forcing packets on
victim flooding its network interface.

Standard is further mentioning securing AAAA and A records with DNSSEC. It
states that it is required to secure AAAA resource records, as unsecured records may
be forged. It is also suggesting that the arpa. zone would also sign ipv4only.arpa.
A record. This has one side effect as it is also producing an NSEC record (proof of
non-existence) for AAAA record of the same WKN. This might be viewed as there
is no AAAA for that name (which is right) or as there should be no such record
present. However, the standard is using the word “SHOULD” not “MUST” for the
requirement of an access network to sign NAT64 resource record.

The requirement of the trusted domain list states that implementations should
not ask a user if a discovered domain should be trusted. It is also not providing a
way to obtain such a list, but it says that if an implementation does not have a way
to obtain such a list dynamically, prefix validation should fail.

Now for the problems not directly stated in the standard. The biggest concern
of this standard is the detection phase. In this phase, a client is not capable of
validating that it is receiving genuine information. This cannot be ensured because a
resource record of ipvjonly.arpa. is outside of a network operator zone, so it cannot
provide a valid signature for this synthesized record.

Standard is trying to solve this insecure record query interception by the require-
ment of a secure channel between a node and a DNS64 server. This requirement is,
however, hardly achievable, as it would require configuration effort, prior established
trust relationship between a client and a server (requirement of trust anchor), and
this would either require provisioning or encrypted and authenticated transport
channel, which is not provided by traditional DNS.

The second way how the standard is trying to mitigate this issue is the trusted
domain list. Forming such a list requires detecting locally used domains, node
provisioning, or implicit trust to all domains, which would go against standard.

In the validation of detected prefixes, the PTR records are not required to be
signed, and a node is not being recommended to validate its signature. This would
not be an issue if the forward record is signed and a node is implementing a domain
whitelist correctly. Otherwise, it introduces the second breach point to this method’s
security.

So in order for this method to be secure following must be true:

1. Node must have secure channel for transporting DNS data directly to DNS64
server.

2. Node must be validating.

3. Note must know the domain used for NAT64 resource prior to detection, and
this domain must be trusted.

4. Resource record must be signed with a valid signature.

15



Without the trusted domain list, an attacker could push forged prefix in a
detection phase or the first step of the validation phase. A forged prefix could have
a valid and signed PTR AAAA pair to pass the validation process.

Without a signed zone, in which resource record is, an attacker can forge any
address, even when the trusted domain list is present. With a signed zone attacker
is limited by existing records in the zone.

3.1.3 Why RFC7050 Would not Work Now?

The main problem with this method is the detection part as a client is asking for
WKN and is expecting to get back a modified record with locally used NAT64 prefix.
Then a server, which it is asking, had to be presented with that information somehow.
This essentially means that the NAT64 gateway and the DNS64 server, had to be
under the control of the same subject — a network operator.

As it has been mentioned before, some technologies like a DoH or operating
systems like Android may introduce a foreign DNS, which gets a priority over a
network operator’s infrastructure. This way, it is not possible to provide such client
DNS64 service with this method, as the WKN is resolved only locally, and NAT64
prefixes are unknown to the public DNS infrastructure.

One solution for this limitation discussed at the Internet Engineering Task Force
(IETF) is to make query for the WKN resolve locally, not by DoH. This may solve
the issue for most of the users as the detection process would work for every client,
which is not set up to use foreign DNS in its system stub resolver. From those,
which are set up that way, the detection method would still not work, but this might
be acceptable for a network operator, as it would not be working because of some
settings someone else made to a client.

This concept has been later standardized as RFC8880[6]. This standard adds
a requirement for having tight binding between recursive DNS resolver received by
autoconfiguration methods with an interface from which it has been received. This
is needed only for a query for ipv4only.arpa. name as this must be sent to network
provider operated resolver. Standard further requires that static configuration not
be used - even user-specified resolver cannot be used. This, however, disqualifies
any static configuration as this is a user-specified configuration. Regardless of huge
architecture changes needed for introduction resolver-interface binding, this standard
does not fix other design flaws of RFC7050[1], and it would not work in all cases.

There is also a problem with the trusted domain list. Not all the CPE are
custom-made for every network operator. In fact, smaller operators, like local Wi-Fi
operators, are using CPEs from an open market, which does not need to be even
installed by the operator’s technician. This way, CPE is not pre-provisioned, so the
trusted domain list could not be provided in advance of connecting it to the operator’s
network. When not provisioned, the CPE could not establish a secure channel to the
provider’s infrastructure by pre-loading operator’s certificates or pre-shared keys.
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There are also other detection methods not based on the DNS. These methods
are Port Control Protocol (PCP) based RFC7225[7], Dynamic Host Configuration
Protocol version 6 (DHCPv6) based RFC8115[8], and Router Advertisement (RA)
based RFC8781[9]. All of these methods share some common characteristic that
makes their usage in user-space limited.

The first characteristic is connected with the underlying protocols. Both DHCPv6
and RA are typically implemented as a part of the system network stack. However,
these protocols are not implemented in the user-space applications, and their access to
these protocols could even be blocked by mandatory access control systems. Because
of that, applications like web browsers or CLAT clients outside the system network
stack would not be able to use those.

The second common characteristic is an expectation of either local DNS64
synthesis or CLAT presence. However, this is not always the case. Some nodes
do not have enough resources to do DNS64 synthesis, and some platforms do not
integrate CLAT in their network stack.

Those solutions would be a viable option for other platforms that include system
support of the CLAT. An example of such a platform would be the Android operating
system. It includes CLAT support and it supports RFC8781[9]. However, for now,
the RFC8781[9] is not supported in the network equipment.

What is important to note is that DNS-based methods can easily be used for
kernel-space implementation. On the other hand, non-DNS-based methods for their
implementation require an application to support the client part of the underlying
protocol or require system Application Programming Interface (API) change to receive
the NAT64 prefix from a system. For this reason, the user-space implementation of
the non-DNS-based method is harder on platforms that are not so tightly integrated.
Because of that, the non-DNS-based method cannot easily replace the DNS-based
one.
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In this section, the thesis is describing a solution of NAT64/DNS64 invented by the
author as it is in the process of standardization at [ETF in the “v6ops” working
group. It has been presented and discussed at [ETF 104 meeting, and it is available
from Tracker[10] with an intended status of Standard track.

When thinking about a solution, I had to think about achieving a NAT64 detection
with the lowest number of alterations to existing protocols, device implementations
and utilizing as much already present information about a network as possible.
Another important goal was to maintain network security by not introducing new
holes and, if possible, patching existing ones. This is the complete list of design
goals:

Goal 1 No new protocol or alteration of an existing one.

Goal 2 Utilize widely supported protocols.

Goal 3 Utilize information already provided by a network.
Goal 4 Must work with foreign DNS.

Goal 5 Must not require DNS64 synthesis on a host.

Goal 6 Must not require prior provisioning.

Goal 7 Must provide secure detection over an insecure channel.

Goal 8 Must be able to run in user-space.

In contrast to other methods, this method proposes three stages to the detection
method instead of the usual two. The usual steps would be detection and validation.
An additional step here is called “Information Gathering” because in this step
proposed method does not produce any traffic going out of a node. It is just
processing the information presented to a node by network autoconfiguration or
other protocols and services.
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4.2.1 Information Gathering

In this stage, the main goal of a node is to obtain information about a network to
which it has been connected. Information, which is needed, is a list of domain names
used by a network operator. This information is later used in the discovery phase.
Possible sources of such information are:

1. Domain Name System Search List (DNSSL) from RA,
2. A DHCPv6 options,
3. PTR record for node address,

4. A client hostname.

A PTR would be the preffered source, which node must support. Resolving
a PTR record would be the safest method, as validating a node would have the
possibility of check the whole chain of trust; from a record of its [Pv6 address to root
zone, as the root signing key is known to a node. In order for this method to work, an
operator must provide DNSSEC signed reverse zone with proper delegation, provide
dynamic PTR records to every node, and this zone must have online signing deployed.
It may be seen as too many requirements. However, some e-mail servers require
valid PTR records from their clients to accept messages from them even on IPv6.
This means that at least the requirement of every node having PTR record would be
at least in some networks already fulfilled. The signing of a reverse zone is also a
straightforward process, and online signing is also doable. As a result, an operator
can get a secure and reliable way to detect NAT64/DNS64 over an almost infinite
number of devices that do not have to know any configuration connected to them.
This is the only proposed method that is producing additional DNS overhead as
nodes need to actively ask for PTR record in contrast to other information-gathering
methods that either passively gets required data from other configuration protocols
or in which node is pre-configured.

4.2.2 Interactions with Other Methods

Even if the SRV method had been standardized, there would still be other methods,
and there is no intention to obsolete them. Because of multiple existent methods,
it is essential to produce predictable behavior when multiple methods are used in
conjunction.

The author of this thesis belive that the network administrator should be the
authority that decides which method should be preferred. Even as it is not possible for
the network administrator to choose priorities between other methods, it is possible
to choose the priority of the SRV method in relation to others. The suggested
order of methods is shown in table 4.1 and follows the recommendation published in
RFC8781[9].

When a node capable of using the SRV method is also capable of NAT64 detection
via other methods, it should run these detection mechanisms and incorporate results
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Table 4.1: Recommended priorities of NAT64 prefix detection methods
Standard Protocol Priority

RFC8115 DHCPv6 100
RFC7225 PCP 150
RFC8781 RA 200
RFC7050 DNS 250

into those provided by the SRV method. The missing priority field should be filled
from table 4.1, and the missing weight field should be set to zero. As a lower priority
field value means a higher priority, the fixed list of methods from the most preferred
to the least is RFC8115[8], RFC7225[7], RFC8781[9], and RFC7050[1].

The position of the SRV method is then chosen by the network administrator.
When the priority of the SRV records is lower than a hundred, the SRV method
would be the most preferred one. If the higher priority number is chosen, the SRV
method could be set as a backup for other, more preferred methods. The network
administrator may even choose to publish multiple SRV records. In such a case,
it is recommended that more client-specific records would have a lower priority
number, and more general records would be published with a higher priority number.
Nevertheless, it is recommended that the priority field of every SRV record published
by the network operator should be less than 250 as the RFC7050[1] should be treated
as a backup solution only as it is without proper provisioning considered to be the
least secure solution.

4.2.3 Detection of a Local Domain via PTR

Client asks for its Fully Qualified Domain Name (FQDN) via PTR record in DNS. It
receives its FQDN, records it, and makes a list of records starting with its FQDN and
then omitting the first part ending with a dot. It will then record a result as well and
continues this process until it reaches the root zone. This list is then subsequently
used in the discovery phase.

Figure 4.1 depicts how local domain could be obtained from DNS and how the
answer would look like when using synthetic records generated synthrecord module
of the knot resolver.

4.2.4 Discovery Phase

Client asks for every domain a SRV record by prepending “_nat64._ipv6.” for NAT64
and optionally “_dns64._<proto>.” for DNS64. Answers to those queries are then
validated by DNSSEC and grouped into lists of detected NAT64 prefixes and DNS64
servers. If answers to SRV queries did not include AAAA records in additional
section, then subsequent queries are made. Priority and weight of SRV record must
be recorded and associated with detected prefix and/or server as they are used for
selection process.

Figure 4.2 shows the sequence of messages needed in order to discover a NAT64
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Node DNS

PTR for <public_ipv6_address>

I
l\

PTR for 2001:db8::42

Node's Fully Qualified Domain Name

dynamic-2001-db8--42.example.com

Figure 4.1: PTR query for node’s FQDN

$ORIGIN example.net

% NAT64 records

-nat64._ipv6 IN SRV 5 10 9632 nat64—pool.example.net
nat64—pool IN AAAA 2001:db8:64: ff9b ::c000: aa
nat64—pool IN A 192.0.2.64

% DNS64 records — stating priorities

-dns64 . _tcp IN SRV 5 10 53 dns64.example.net
-dns64 . _udp IN SRV 10 10 53 dns64.example.net
-dns64 . _tcp IN SRV 20 10 443 dns64.example.net
dns64 IN AAAA 2001:db8::53

Listing 4.1: Example of NAT64/DNS64 records in operator zone

prefix via SRV record. This example shows a situation where the AAAA record
was not included in an additional section of the server reply. Figure 4.3 then shows
the discovery of DNS64 service on Transmission Control Protocol (TCP) protocol.
In this example, a server included AAAA record - shown in brackets. If it would
not, the subsequent query like in figure 4.2 would need to be made. Both of these
examples represent data shown in listing 4.1.

For extensive comparison, please see the full text. In the thesis, there is a full review
of all currently standardized methods, both according to RFC7051[11] and according
to the design goals of the proposed method.

The main points of the comparison with the currently most used method
RFC7050[1] are: proposed method works with third-party resolvers, it utilizes
DNSSEC, specifies NAT64 priorities, and allows load sharing - the RFC7050([1] does
not. Furthermore, the RFC7050[1] requires a secure channel and trusted domain list
while the proposed method does not.
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Node DNS

3 —

SRV for nat64. ipv6.example.com

>
IN SRV 5 10 9632 nat64-pool.example.com

AAAA (+A) for nat64-pool.example.com

>

<IN AAAA 2001:db8:64:ff9b::c000:aa, (+ IPv4 pool)

Figure 4.2: SRV query for NAT64 prefix

The security of the SRV method relies heavily on the security provided by the
DNSSEC. The network operator utilizing this method has to secure at least one of
its forward domains with the DNSSEC, and such domain has to be announced to its
clients, and the reverse domain for addresses used by clients has to be secured too.
Only if both forward and reverse domains are fully secured and securely delegated
can a client be sure that the replies have not been modified.

It is important to note that only DNSSEC validating clients are fully protected
against DNS record modification. The not DNSSEC validating clients are not
protected entirely and should ideally utilize a protocol that provides a secure channel
between a client and its closest validating resolver. Minimization of the distance
between a client and validating resolver would also be advised.

The author’s recommendation would be to deploy at least validating caching
resolver inside the local area network, reducing DNS attack surface outside the
local network. This can be further aided by the usage of DoT against such resolver,
reducing internal threats. The author would not recommend using a third-party
DoH resolver. Even that the security provided by such a solution against the NAT64
detection method would be sufficient, the privacy implication of using a third-party
provider may not be justified.

Overall, the SRV method has at least the same level of security as the previous
methods. It allows the detection from DNS like RFC7050[1], but unlike REC7050]1],
it does not depend on provisioning, secure channel, and particular resolver.

Furthermore, the SRV method does not add dependencies on other protocols that
might not be already present in the network, like PCP in the case of RFC7225[7] or
the DHCPvG6 in the case of RFC8115[8]. When a new protocol that was not needed
is added to the network, the attack surface against such a network gets bigger. The
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Node DNS
SRV for _dns64. tcp.example.com

IN SRV 5 10 53 dns64.example.com
IN SRV 20 10 443 dns64.example.com
(dns64 IN AAAA 2001:db8::53)

N
l\

>

AAAA for ipv4only.arpa.

IN AAAA 2001:db8:ff9b::c000:aa

Figure 4.3: SRV query for DNS64 service

SRV method utilizes only the DNS that would be present in most networks.

Lastly, the SRV method allows a client to detect manipulation with the NAT64
prefix that is not provided by any other method. When using the PTR record to
detect local domain, this verification method would fail only if the attacker could
insert a fake RA and control the appropriate [Pv6 zone to distribute arbitrary prefixes
to a client. Other methods do not provide such verification.

When all the prerequisites of the SRV method are fulfilled (dynamic records and
online signing), the deployment of this method is reduced into the simple step of
adding appropriate SRV records into the operator’s forward zone. An example of
these records is shown in listing 4.1. By this simple step, the deployment of this
method is finished on the network operator’s end.
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Due to the slower than suspected adoption of the IPv6, some services are still
reachable only over the [Pv4, while services reachable only over the IPv6 are quite
seldom. Meaning, the [Pv6-only connection without any transition mechanism would
not be viewed as a complete service, while the IPv4-only service would look like to
be unrestricted when viewed by a customer. Therefore, providing access to the [Pv4
Internet is, and for some time, will be a necessity for every Internet provider.

One of the solutions would be to run both protocols in parallel, in so-called
Dual-Stack mode, and many operators would start with this architecture. Then
the operator realizes that it is doing everything twice. It has to configure addresses
for both protocols, set up firewalls, traffic shaping, run dynamic routing for both
protocols. Also, when running both protocols, the network operator has to secure
both protocols as the network can be attacked on both protocols. By the L3 view,
the operator runs two separate networks, meaning twice as many administrative
tasks, security threats, and higher operational costs. There comes a time when the
operator starts to think of shutting down the legacy network.

In order for the operator to shut down the IPv4 while keeping the [Pv4 Internet
reachable for its clients, a transition mechanism must be used. Today’s two most
used transition mechanisms are the NAT64/DNS64 and the 464XLAT. Both of those
algorithms share a common component on the operator end - the NAT64, called
PLAT in the 464XLAT. For those transition mechanisms to work, the NAT64 prefix
has to be reliably and securely detected.

For years the reliable detection was provided by the RFC7050[1] method. The
method has been designed to be reasonably secure when strict prerequisites have
been met. This method requires a trusted domain list on clients and a secure channel
between a client and resolver. However, there are implementations using this method
that do not follow those requirements making this method a security threat. This
method also requires the DNSSEC to be switched off on the validating client as
this detection method would cause DNSSEC validation to fail. Furthermore, after
the standardization of DoH, clients started to use third-party resolvers, rendering
RFC7050[1] unusable.

The method was later patched by the RFC8880[6], specifying the resolvers that
should be used to resolve WKN and adding yet more prerequisites. Theoretically,
this fixed a problem with the DoH resolver. However, it also added even more
prerequisites to those that have not been honored. Because of its prerequisites,
the RFC7050[1] is easy to implement incorrectly and incredibly hard to implement
correctly. It served well, but it was designed for circumstances that are no longer
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true, and therefore it has to be replaced.

In the pursuit of this replacement, three other methods were standardized. All of
those methods use different protocols than the DNS to avoid design limitations of
the RFC7050[1], and all of them need to modify protocols that they are using for
transport, making support of the new feature required on all fronts (client, server,
and transport). Furthermore, two of those methods require a non-essential protocol
to run.

The SRV method presented in this thesis is different. It has been designed not
to require any change to any protocol it uses, so the support of the new feature
is needed only on the client that requires it. It has been designed to use only the
protocol present in most networks (the DNS). It has been designed to work with
foreign DNS and with DNSSEC while not requiring any new functionality to be
moved to the client (DNS64 or CLAT), like in the case of other methods.

The SRV method has also been designed in mind of one not-honored prerequisite of
the RFC7050(1], the prior provisioning. Therefore, the SRV method does not require
that as well as the other not honored prerequisite, the secure channel requirement.
All of that is in the form of easily accessible information presented to an application
by the DNS protocol they are used to run without needing a new platform-specific
API. This way, any application can utilize this method in user-space, without
administrative privileges, without the need to implement a new protocol or use a
new API provided by the operating system or its network stack. As a bonus, this
method can be enabled in the whole operator’s network by a configuration change at
a single point - the master authoritative DNS.

The contribution of this thesis is the replacement of the method that may not
work in current conditions with a new method that is better suited for the current
Internet, more secure while not sacrificing ease of use. This new method fulfills the
design goals presented in this thesis. It provides at least the same level of security of
detection process as previous methods, but in contrast to them, it provides additional
verification of received data by using the DNSSEC - the same extension of the DNS
the original detection method, the RFC7050[1], struggled to cooperate with.

Although this new method does not need any changes to protocols to be used in
any network right away, the standardization of this method was attempted inside the
IETFE. After the first attempt for the standardization, the method was improved into
the version presented in this thesis. The first version utilized the DNSSL option of
the RA packet. However, a different approach was taken, as this option could not be
validated, and it is not transitive through the routers. The current version instead
uses the PTR record for the client’s [Pv6 address. While this adds the requirement
for the operator to provide dynamic records with an online signing, this method of
the local domain detection can be verified by the DNSSEC, eliminating the loophole
in the detection process, and it is transitive through the network regardless of the
number of routers in the path.

The future work on this topic will focus on finishing the standardization process
of this method and providing an actual implementation of this method in the CLAT
daemon.
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uzivatel uzivatel uzivatel uzivatel uzivatel

O Spolecny evropsky referencni ramec pro jazyky



Technicke
schopnosti
a dovednosti

Programovaci jazyky C, C++, C++/Qt, MySQL, Bash + zaklady LabVIEW, Lua a MATLAB
DalSi znalosti Dynamické routovani BGP a OSPF

Sprava e-mailovych serverd, DNS resolver(i a Web server(

Navrh a provozovani siti IPv6

Sprava pocitacovych siti a systéma GNU/Linux

Aktivni ¢len RIPE APWG

Aktivni ¢len IETF pracovnich skupin 6man a v6ops

Navrh DPS

Vyhodnocovani obrazovych dat

UzZivatelska znalost IKTEXu

Dalsi kvalifikace

Pilotni kvalifikace: SPL, CPL(A), SEP land, ICAO+IFR English, ATPL(A) teorie
Ridi¢sky prikaz skupin: A, B, BE, C, CE

Vyhlaska 50/1978 Sb., §6, §7, §8, §10 a §11

Opravnéni k vykonu zdravotnického povolani dle zakona 96/2004 Sb., §20
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